_,.,g_-NMAﬁ,Aﬂuﬂdegﬁlﬁ_.C IG P_SYN Scun ’__;S,S : )

-'>Ji‘51ng__nmgp__*sj 192 . 768,41/ 24 we
S

cannec] - theé local _netwonK . O’Oe%
Sounc __included 22 CSSH D, 80 C HIT
443 C HTTPSD. - -

S Pn?ﬂ: 22 sruns  SSH GerVvice fnsr cecusze

s2emolke /ogin

« Pont S0 hosts web  Sesvedrs  fou unP/)C{r]u'D{a/
Losaffic .

e Powt 443 sesives HTIPS  with encs‘rg»rah’d
communication

The SYN scan is Stealthy ancd coesn't

ComIDIPI:P the  Ffull TcP hundj,a}(e
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_Z -_._Egm?jq—ﬂah.v_e__g CCh ]l,_gﬂ__c -g] vs -A )"

-> The  commdnd _nmap -ST 192.268.1.b

qives basic _posit cnd__sesvice _info , whil€

nnup A 192 768.1.5  seveuls. 05 dekils,
Verslons, S5cotipts , cind

tsracesroute.-

The aggsessive Scan C-A) pzovides cleepen
_insights liKe

sessvice bunness _S1unning 05,
_and ’nossib)e _vulneyighilities

It is  pmose Iike’\ljl to_be cletected] AJu
!¥1'91P.wclll% 0% TDS :




~ 3 | NMAP  Commands. _Teble -

—————

) z (omman r! PM}’,DL'Sﬁ i’;‘ O“I;rbuf Gummaﬂjﬁ
| L

_ rﬁmq_{)_"’_se 742.168.2.044 Ping Scan  to ?Zisbc, active ZPs
.ﬁ 'Flnc)} live hosts

0 n_the netwosK

¢

nmq{p -5V 192.16%8.1.5

Delect senvice

| Shows _Vessior

S VeMSions.

%deta[]s ot sesnvices

TY RN

nmap -0 192 168.1. 5

0S delection

S

Guesses  0s )-,j/f)e arl
Vesision

Scans even if

nmap -Pn 192 169%.1.5

Scan with _no Fing

host cloesn't 9165 pond

Lo ping
I 7

Runs vulnesabiliky

Lists Known

nmc%o -—5Chi,o£ vuln
1492 .16 . 1.5

vulnesnabilities

deltection scsi pts
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4 \Wineshank _ _Files  Csieqlion :

) Caplbusied  Eoaffic us‘my Wiseshesr K anc

‘CJWD_PJI.(’.(J Hltess - h[:l:,tL

\\__‘._It__dis.)olab!ed Onl\ljj HT1P 'DCICI(BIZS C,posvl- 20

Forom Filtesecd puckets , we saw ET/POST

:1 UR) <

This datu %eveudls what websites wewe aecesseel
land _busic__client _infe

il

5) ‘ TP T97Clcl<injl with WineshagsK :

—>  Duwsing _a_File download, Wineshastk__Showecl communicat:
\between the  sousicp IP_Cuweh Sesven ) and clestination
IP.

\Psiotocol used was HTTP Cunsecusied D, obsesrved on

\Post Q0 . TF HITPs was used, the psatocal would be Tis
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G. D_\/_*_QMWGe&_yp and F?aloosaéf

=> 1 9teps:

1. => Download DVWA

2 -> Place _in htdocs /

3 -> Conquuhe contid.inc. D):D

-> gbcm% APache & MuSGL'

5 > Access vig IOCalhost/dea ancl set DB

7. . Reflected X555 Attuck '

> ?PKJ\IJI)OC(CI s ecl <SC91mf >ale97{:C X55 ')

</569uo£-> in m'oué tielcl
\On__Submission _an aleswt box. popSs__1p = -G howing

Ehot psexn rnm(b WIS %e?lertec/ in khe

! ] )
| 97@5{90 nse__ without Sanrtization.

Pﬁevonhon Use  input  validation and

[
HTML enrodmd Ce q. h!:mls,pecialcbqsvs()m PHE:
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~ __@_,*_5 Q L__;_Ind ection _Ex Pﬁﬁhzmeﬂt

Payload : * 0R 1=1 -- b ssecd login by
7 Vi 9
L Lusmi 1y the SQ_L_C/uehu into_¢ rondléJon

LEhat CLL\ALCL&[S_MLJJZHLS_W

gomicjma: questy : SELECT * FRoM wusess

- WHERE usesiname ="' 0R 17 --

1

;Tbis causes the DB to ‘wretusn all usesns

Pse vention: Lse Poepanec]  stutements os7

Daﬁametemzed quesnies to SaFelu

handle :n/9u1~
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g | Sebie ity Level Testing in DvWA:

R gecuml;‘{__l,_e_vel SQ L TInjection Result X55 Resylt
? L ow/ E-C(Si]\ljj' Jnj'oqsserl Iogin X585 5c9mrol: $1Uns
| , ~ without filtess

!

E:Medium . Lnput pusitially | Basic -filéezingk
I sgnltized can  hunass

1[ ‘ JIr

t 1—*1’3)1 Slzﬁnnﬁj in'm/% validation ]avagcm'oi s!:97i'o'D&
| blewblocked

%J-/i\cjj};e% levels wuse I:echnl?uas liKe $1eqex valiclution
output encoding , ancl _gecusie  quesies ko cletend

cgains t attacks. .
i'




10 . Etbi_caj_ﬂmlﬂjis :

— > Bracticing _attacks_in DywA ehsyynes saFe,

legal envisronment without hawming $eal systems.
Lin real - \wosnle]l  penetsction testing , \wsitten

prmissjon is mqndabomjj Lo  auoid /eS/al‘
violations E{:hicall\tlz; testing  without consent

1 s hacking can lead teo Pnosecuéion-Confmlled

envjyonments }vel’b Stucdents leusn 915ponsi ble

.50131569156514911‘[;5 gkills  anc]  undenstanc] attack

im,oc:cts .




